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GENERATIVE AI BEYOND CHATBOTS 

Generative AI has rapidly evolved 

beyond the confines of simple text-based 

chatbots, establishing itself as a transformative 

force in numerous industries. By leveraging 

advanced machine learning models such as 

generative adversarial networks (GANs) and 

transformer-based architectures, generative AI 

is redefining creativity, problem-solving and 

automation.  

Applications Across Industries 

Content Creation: Generative AI is 

revolutionizing content production, enabling 

the automated generation of articles, reports, 

and creative works. Tools like OpenAI's GPT 

models and Adobe's generative design software 

allow creators to draft detailed content, design 

visuals and even produce music or scripts. 

These tools reduce the time and effort required 

for content creation while maintaining high-

quality outputs. 

Art and Design: In the realm of art, generative 

AI is producing original artwork, creating 

unique designs and assisting artists in exploring 

new creative directions. AI platforms like 

DALL-E and Runway ML generate intricate 

visual art, blending creativity with 

computational efficiency. Designers are using 

AI to prototype products, develop marketing 

materials and personalize user experiences. 

Game Development: The gaming industry 

benefits significantly from generative AI. It can 

create lifelike characters, generate complex 

storylines and design immersive game 

environments. By automating repetitive tasks 

such as texture creation or level design, 

generative AI enables developers to focus on 

crafting engaging gameplay. 

Healthcare and Drug Discovery: Generative 

AI is making strides in healthcare, particularly 

in drug discovery and medical imaging. AI 

models can design molecular structures for 

potential drugs, speeding up the research 

process and reducing costs. In diagnostics, 

generative models enhance the resolution of 

medical images, aiding in early and accurate 

detection of diseases. 

Education and Training: In education, 

generative AI personalizes learning 

experiences by creating adaptive content 

tailored to individual student needs. AI-

generated simulations and interactive modules 

provide engaging and effective training tools 

for professionals in fields like medicine, 

aviation and engineering. 

Technological Innovations 

Generative AI relies on cutting-edge 

technologies to achieve its capabilities. Key 

innovations include: 

 Transformers and Large Language 

Models (LLMs): Transformer-based 
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architectures like GPT and BERT have 

significantly enhanced natural language 

understanding and generation. These 

models can generate coherent text, 

summarize information and translate 

languages with remarkable accuracy. 

 Generative Adversarial Networks 

(GANs): GANs are instrumental in 

producing high-quality synthetic data, 

including images, videos and audio. By 

pitting a generator model against a 

discriminator, GANs refine outputs 

until they are indistinguishable from 

real-world data. 

 Multimodal AI: Advances in 

multimodal AI enable models to 

process and generate data across 

different modalities such as text, images 

and audio. This capability opens new 

possibilities for applications like 

automated video editing and cross-

platform content generation. 

Future Prospects 

The potential of generative AI extends far 

beyond current applications. Future 

advancements are likely to include: 

 Enhanced Collaboration with 

Humans: Generative AI will 

increasingly work alongside humans, 

augmenting creativity and decision-

making processes. By acting as co-

creators, these systems will empower 

professionals in fields ranging from 

architecture to filmmaking. 

 Ethical and Responsible AI 

Development: As generative AI 

becomes more pervasive, addressing 

ethical concerns such as bias, 

misinformation and intellectual 

property rights will be crucial. 

Transparent model training and robust 

regulatory frameworks will play a vital 

role. 

 Integration with Emerging 

Technologies: The synergy between 

generative AI and technologies like 

augmented reality (AR), virtual reality 

(VR), and quantum computing will 

unlock unprecedented possibilities. For 

instance, generative AI could create 

hyper-realistic virtual environments for 

training, entertainment or therapy. 

Generative AI has transcended its origins in 

chat-based applications to become a versatile 

and transformative technology. Its impact 

spans diverse industries, enhancing 

productivity, creativity and innovation. By 

addressing challenges and embracing ethical 

development, generative AI is poised to shape 

the future of technology and society in 

profound ways. 

B.Manju Bashini  

I B.Sc. (Computer Technology) 
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AUTONOMOUS MACHINES AND 

ROBOTICS 

The field of autonomous machines and 

robotics is transforming industries by 

enhancing efficiency, reducing human labour 

and enabling capabilities previously thought 

impossible. Advances in artificial intelligence 

(AI), machine learning and sensor technologies 

are driving the development of these systems, 

enabling them to operate independently in 

dynamic environments.  

Applications Across Industries 

Manufacturing and Warehousing: 

Autonomous robots have revolutionized 

manufacturing and logistics. Collaborative 

robots or cobots, work alongside humans on 

assembly lines, handling repetitive tasks with 

precision and efficiency. In warehouses, 

autonomous mobile robots (AMRs) such as 

those from Amazon Robotics optimize 

inventory management, transporting goods and 

streamlining order fulfilment. 

 

 

Transportation and Delivery: Autonomous 

vehicles (AVs) are reshaping transportation and 

logistics. Self-driving cars, trucks and drones 

promise safer, more efficient travel and 

delivery services. Companies like Tesla, 

Waymo and UPS are at the forefront, 

deploying autonomous systems for passenger 

transport and last-mile delivery. 

Healthcare: In healthcare, autonomous robots 

assist with surgery, patient care, and logistics. 

Robotic surgical systems like da Vinci enable 

minimally invasive procedures with enhanced 

precision. In hospitals, robots deliver supplies, 

reduce the workload on staff and minimize the 

risk of contamination. 

Agriculture: Autonomous machines are 

transforming agriculture with innovations such 

as robotic harvesters, drones for crop 

monitoring and automated tractors. These 

systems enhance productivity, reduce resource 

consumption and enable precision farming, 

addressing the challenges of food security and 

environmental sustainability. 

Exploration and Defence: Robotics plays a 

critical role in exploration and defence. 

Autonomous underwater vehicles (AUVs) and 

rovers like NASA’s Perseverance explore 

uncharted territories from ocean depths to 

extra-terrestrial landscapes. In defence, 

unmanned aerial vehicles (UAVs) and ground 

robots perform surveillance, reconnaissance 

and explosive ordnance disposal. 
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Technological Foundations 

Artificial Intelligence and Machine 

Learning: AI and machine learning algorithms 

empower autonomous systems to analyse data, 

learn from experience and make decisions in 

real time. Reinforcement learning in particular 

enables robots to adapt to complex 

environments through trial and error. 

 Sensor Technology: Advanced sensors 

provide robots with the ability to perceive their 

surroundings. LiDAR, radar, cameras and 

ultrasonic sensors enable precise mapping, 

object detection and navigation. Sensor fusion 

techniques combine data from multiple sources 

to enhance situational awareness. 

Edge Computing: Edge computing allows 

autonomous machines to process data locally, 

reducing latency and enabling real-time 

decision-making. This capability is essential 

for applications where delays can compromise 

safety or efficiency such as autonomous 

driving. 

Connectivity and IoT : The Internet of Things 

(IoT) facilitates seamless communication 

between autonomous machines and centralized 

systems. High-speed networks, including 5G, 

enable real-time data exchange and 

coordination among multiple robots in 

distributed environments. 

 

 

 

 

Future Prospects: 

Enhanced Collaboration Between Humans 

and Robots: The future of robotics lies in 

closer collaboration between humans and 

machines. Advanced cobots will become more 

intuitive and responsive, enhancing safety and 

productivity in shared workspaces. Augmented 

reality (AR) interfaces may further streamline 

interactions. 

Autonomous Swarms: Swarm robotics, 

inspired by natural systems like ant colonies, 

involves coordinating large groups of simple 

robots to perform complex tasks. Potential 

applications include disaster response, 

environmental monitoring and large-scale 

construction projects. 

Ethical and Regulatory Challenges : As 

autonomous machines become more prevalent, 

addressing ethical concerns and establishing 

robust regulations will be critical. Ensuring 

accountability, preventing misuse and 

managing the societal impacts of automation 

are essential for sustainable adoption. 

Integration with Emerging Technologies: 

The integration of robotics with technologies 

like quantum computing, blockchain and 

advanced materials will unlock new 

possibilities. For instance, quantum 

optimization could enhance robot decision-

making, while lightweight materials may 

improve energy efficiency and mobility. 

Autonomous machines and robotics are 

reshaping the way industries operate, offering 



 

 

5 
 

transformative benefits across diverse sectors. 

As technology advances, these systems will 

become increasingly capable, collaborative and 

pervasive. By addressing challenges and 

fostering innovation, society can harness the 

full potential of autonomous machines to 

improve quality of life and drive sustainable 

growth. 

S.Dinesh  

III B.Sc. (Computer Technology) 

 

EXPLORING KOTLIN: A MODERN 

PROGRAMMING LANGUAGE 

Kotlin is a modern, concise and 

expressive programming language that has 

gained widespread adoption in recent years. 

Developed by JetBrains, the creators of popular 

IDEs like IntelliJ IDEA, Kotlin was designed 

to address common challenges faced by 

developers while working with existing 

languages such as Java. Officially released in 

2016, Kotlin is now a preferred language for 

Android app development and offers robust 

features that make it suitable for a wide range 

of applications. 

The Evolution of Kotlin 

JetBrains introduced Kotlin in 2011 as a 

statically-typed programming language to 

improve productivity and reduce boilerplate 

code. The language gained significant traction 

after Google announced official support for 

Kotlin as a first-class language for Android 

development in 2017. Kotlin is open-source, 

with its source code available on GitHub, 

encouraging community contributions and 

improvements. 

Key Features of Kotlin 

Conciseness: Kotlin reduces boilerplate 

code compared to Java, enabling developers to 

write less code and focus more on logic and 

functionality. 

Null Safety: Kotlin introduces null safety as a 

first-class feature, addressing the infamous 

NullPointerException (NPE) issue common in 

Java. 

Interoperability: One of Kotlin's standout 

features is its seamless interoperability with 

Java, allowing developers to use existing Java 

libraries and frameworks without modification. 

Coroutines for Asynchronous Programming: 

Kotlin supports coroutines, making it easier to 

write asynchronous and non-blocking code. 

This feature is particularly beneficial for 

applications that require high performance and 

responsiveness. 

Extension Functions: Developers can add new 

functionality to existing classes without 

modifying their source code, enhancing 

flexibility and readability. 
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Smart Casts: Kotlin's smart cast feature 

eliminates the need for explicit type casting, 

improving code clarity and reducing runtime 

errors. 

Applications of Kotlin 

Android Development: Kotlin is widely used 

for developing Android applications due to its 

concise syntax, null safety and robust tool 

support. Popular apps like Pinterest, Evernote, 

and Netflix are built with Kotlin. 

Server-Side Development: With frameworks 

like Ktor and Spring Boot, Kotlin is an 

excellent choice for server-side programming, 

offering scalability and high performance. 

Cross-Platform Development: Kotlin 

Multiplatform enables developers to share code 

across multiple platforms, including Android, 

iOS, and web applications, reducing 

duplication and increasing efficiency. 

Data Science: Kotlin's simplicity and 

integration with Java libraries make it a 

suitable language for data science and machine 

learning applications. 

Advantages and Limitations of Kotlin 

Advantages 

 Improved developer productivity. 

 Enhanced code safety and readability. 

 Strong tooling support from JetBrains. 

 

 

Limitations 

 Learning curve for developers new to 

Kotlin. 

 Slower compilation times compared to 

Java in some cases. 

 Smaller community compared to more 

established languages. 

With its growing popularity and expanding 

ecosystem, Kotlin is poised to play a 

significant role in the future of programming. 

Its versatility and alignment with modern 

development practices make it a language 

worth investing in for developers and 

organizations alike. 

K.Bharathkumar  

    III B.Sc. (Information Technology) 

 

NEW ALGORITHM BOOSTS 

MULTITASKING IN QUANTUM 

MACHINE LEARNING 

When a quantum computer processes 

data, it must translate it into understandable 

quantum data. Algorithms that carry out this 

'quantum compilation' typically optimize one 

target at a time. However, a team has created 

an algorithm capable of optimizing multiple 

targets at once, effectively enabling a quantum 

machine to multitask. Quantum computers 

differ fundamentally from classical ones. 

Instead of using bits (0s and 1s), they employ 

"qubits," which can exist in multiple states 
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simultaneously due to quantum phenomena like 

superposition and entanglement. 

For a quantum computer to simulate 

dynamic processes or process data, among 

other essential tasks, it must translate complex 

input data into quantum data that it can 

understand. This process is known as quantum 

compilation. Essentially, quantum compilation 

programs the quantum computer by converting 

a particular goal into an executable sequence. 

Just as the GPS app converts one’s desired 

destination into a sequence of actionable steps 

you can follow, quantum compilation translates 

a high-level goal into a precise sequence of 

quantum operations that the quantum computer 

can execute. 

Traditionally, quantum compilation 

algorithms optimize a single target at a time. 

While effective, there are limitations to this 

approach. Many complex applications require a 

quantum computer to multitask. For example, 

in simulating quantum dynamical processes or 

preparing quantum states for experiments, 

researchers may need to manage multiple 

operations at once to achieve accurate results. 

In these situations, handling one target at a time 

becomes inefficient. 

To address these challenges, Tohoku 

University's Dr. Le Bin Ho led a team that 

developed a multi-target quantum compilation 

algorithm. They published their new study in 

the journal Machine Learning: Science and 

Technology on December 5, 2024. "By 

enabling a quantum computer to optimize 

multiple targets at once, this algorithm 

increases flexibility and maximizes 

performance," says Le. This leads to 

improvements in complex-system simulations 

or tasks that involve multiple variables in 

quantum machine learning, making it ideal for 

applications across various scientific 

disciplines. 

In addition to performance 

improvements, this multi-target algorithm 

opens the door to new applications previously 

limited by the single-target approach. For 

instance, in materials science, researchers could 

use this algorithm to simultaneously explore 

multiple properties of a material at the quantum 

level. In physics, the algorithm may assist in 

studying systems that evolve or require various 

interactions to be fully understood. This 

development represents a significant 

advancement in quantum computing. "The 

multi-target quantum compilation algorithm 

brings us closer to the day when quantum 

computers can efficiently handle complex, 

multi-faceted tasks, providing solutions to 

problems beyond the reach of classical 

computers," adds Le. 

M.Harini  

II B.Sc. (Computer Technology) 
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NEW SECURITY PROTOCOL SHIELDS 

DATA FROM ATTACKERS DURING 

CLOUD-BASED COMPUTATION 

The technique leverages quantum 

properties of light to guarantee security while 

preserving the accuracy of a deep-learning 

model. Researchers developed a technique 

guaranteeing that data remain secure during 

multiparty, cloud-based computation. This 

method, which leverages the quantum 

properties of light, could enable organizations 

like hospitals or financial companies to use 

deep learning to securely analyze confidential 

patient or customer data. 

Deep-learning models are being used in 

many fields, from health care diagnostics to 

financial forecasting. However, these models 

are so computationally intensive that they 

require the use of powerful cloud-based 

servers. This reliance on cloud computing 

poses significant security risks, particularly in 

areas like health care, where hospitals may be 

hesitant to use AI tools to analyse confidential 

patient data due to privacy concerns. 

To tackle this pressing issue, MIT 

researchers have developed a security protocol 

that leverages the quantum properties of light 

to guarantee that data sent to and from a cloud 

server remain secure during deep-learning 

computations. By encoding data into the laser 

light used in fiber optic communications 

systems, the protocol exploits the fundamental 

principles of quantum mechanics, making it 

impossible for attackers to copy or intercept the 

information without detection. 

Moreover, the technique guarantees 

security without compromising the accuracy of 

the deep-learning models. In tests, the 

researcher demonstrated that their protocol 

could maintain 96 percent accuracy while 

ensuring robust security measures. "Deep 

learning models like GPT-4 have 

unprecedented capabilities but require massive 

computational resources. Our protocol enables 

users to harness these powerful models without 

compromising the privacy of their data or the 

proprietary nature of the models themselves," 

says Kfir Sulimany, an MIT postdoc in the 

Research Laboratory for Electronics (RLE) and 

lead author of a paper on this security protocol. 

A neural network is a deep-learning 

model that consists of layers of interconnected 

nodes, or neurons, that perform computation on 

data. The weights are the components of the 

model that do the mathematical operations on 

each input, one layer at a time. The output of 

one layer is fed into the next layer until the 

final layer generates a prediction. The server 

transmits the network's weights to the client, 

which implements operations to get a result 

based on their private data. The data remain 

shielded from the server. 

At the same time, the security protocol 

allows the client to measure only one result, 

and it prevents the client from copying the 

weights because of the quantum nature of light. 
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Once the client feeds the first result into the 

next layer, the protocol is designed to cancel 

out the first layer so the client can't learn 

anything else about the model. 

Due to the no-cloning theorem, the 

client unavoidably applies tiny errors to the 

model while measuring its result. When the 

server receives the residual light from the 

client, the server can measure these errors to 

determine if any information was leaked. 

Importantly, this residual light is proven to not 

reveal the client data. 

A practical protocol 

Modern telecommunications equipment 

typically relies on optical fibers to transfer 

information because of the need to support 

massive bandwidth over long distances. 

Because this equipment already incorporates 

optical lasers, the researchers can encode data 

into light for their security protocol without any 

special hardware. 

When they tested their approach, the 

researchers found that it could guarantee 

security for server and client while enabling the 

deep neural network to achieve 96 percent 

accuracy. The tiny bit of information about the 

model that leaks when the client performs 

operations amounts to less than 10 percent of 

what an adversary would need to recover any 

hidden information. Working in the other 

direction, a malicious server could only obtain 

about 1 percent of the information it would 

need to steal the client's data.  

In the future, the researchers want to 

study how this protocol could be applied to a 

technique called federated learning, where 

multiple parties use their data to train a central 

deep-learning model. It could also be used in 

quantum operations, rather than the classical 

operations they studied for this work, which 

could provide advantages in both accuracy and 

security. 

M.S.K Manassha  

II B.Sc. (Information Technology) 

 

MAKING INDOOR SMARTPHONE-

BASED AUGMENTED REALITY WORK 

To understand the practical challenges 

of indoor augmented reality applications on 

smartphones, researchers conducted 113 hours 

of extensive experiments and case studies over 

316 patterns to determine the factors that 

degrade localization accuracy in real-world 

indoor environments. Landmarks for vision 

systems, LiDAR, and the IMU were evaluated. 

To solve the identified problems, the 

researchers suggest radio-frequency-based 

localization as a potential solution for practical 

augmented reality applications. 

Smartphone-based augmented reality, 

in which visual elements are overlaid on the 

image of a smartphone camera, are extremely 

popular apps. These apps allow users to see 

how furniture would look in their house or 

navigate maps better or to play interactive 

games. The global phenomenon Pokémon GO, 
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which encourages players to catch digital 

creatures through their phone, is a well-known 

example. 

The technologies available now to 

implement augmented reality struggle when 

they can't access a clear GPS signal. But after a 

series of extensive and careful experiments 

with smartphones and users, researchers from 

Osaka University have determined the reasons 

for these problems in detail and identified a 

potential solution. 

To do this, the smartphone uses two 

main systems: visual sensors (the camera and 

LiDAR) to find landmarks such as QR codes or 

AprilTags in the environment and its inertial 

measurement unit (IMU), a small sensor inside 

the phone that measures movement. 

To understand exactly how these 

systems, perform the research team set up case 

studies such as a virtual classroom in an empty 

lecture hall and asked participants to arrange 

virtual desks and chairs in an optimal way. 

Overall, 113 hours of experiments and case 

studies across 316 patterns in a real-world 

environment were performed. The aim was to 

isolate and examine the failure modes of AR by 

disabling some sensors and changing the 

environment and lighting. 

The findings highlighted that visual 

landmarks can be difficult to find from far 

away, at extreme angles or in dark rooms; that 

LiDAR doesn't always work well; and that the 

IMU has errors at high and low speeds that add 

up over time. Address these issues, the team 

recommends radio-frequency-based 

localization such as ultra-wideband (UWB)-

based sensing, as a potential solution. UWB 

works similarly to WiFi or Bluetooth and its 

most well-known applications are the Apple 

AirTag and Galaxy SmartTag+. Radio-

frequency localization is less affected by 

lighting, distance or line of sight, avoiding the 

difficulties with vision-based QR codes or 

AprilTag landmarks.  

S.Dharshini  

I B.Sc. (Information Technology) 

 

 

CURRENT COMPUTER VIRUSES, 

MALWARE AND OTHER THREATS 

The threat landscape is constantly 

evolving as cybercriminals find new ways to 

get modern computer viruses and other 

malware onto devices and networks. But the 

one constant is that the malware threat 

continues to grow and advance. A conspicuous 

development in 2023 was in ransomware, 

which saw the month of March break 

ransomware attack records with a 62% year-

over-year increase. This trend has broadly 

continued in 2024, with ransomware attacks at 

an all-time high month-over-month and year-

over-year. 

But while ransomware may be one of 

hackers’ favorite ways to profit from 

cybercrime, other types of malware remain a 

https://portal.av-atlas.org/malware/statistics
https://portal.av-atlas.org/malware/statistics
https://www.avast.com/c-what-is-ransomware
https://www.bleepingcomputer.com/news/security/march-2023-broke-ransomware-attack-records-with-459-incidents/
https://www.bleepingcomputer.com/news/security/march-2023-broke-ransomware-attack-records-with-459-incidents/
https://www.nccgroup.com/us/newsroom/ncc-group-monthly-threat-pulse-review-of-may-2024/
https://www.avast.com/c-malware


 

 

11 
 

constant scourge and increasingly sophisticated 

attack vectors including trojans and drive-by 

downloads make malware of all kinds harder to 

defend against. 

Here are the top computer malware threats to 

beware of in 2024: 

 RaaS 

 LockBit 3.0 

 8Base 

 SocGholish 

 Clop 

 Akira 

 Windows Update Ransomware 

(Cyborg) 

1. RaaS 

In the past, ransomware was limited to 

bad actors with the knowledge and ability to 

create their own software. That has changed 

with the rise of Ransomware as a Service 

(RaaS). Anybody can now pay “professionals” 

to carry out sophisticated attacks for them. 

RaaS is a worrying trend as it makes 

sophisticated malware tools available to 

hackers with little or no experience, helping to 

make ransomware attacks more widespread and 

unpredictable. As this new level of access to 

malware develops, the number of unexpected 

and erratic attacks enabled by RaaS groups 

looks set to increase in the coming years. 

LockBit remained the most established 

and widespread RaaS in the first quarter of 

2024, with 217 declared successful attacks 

accounting for more RaaS extortion attacks 

than those performed 

by 8Base and BlackBasta  the next two largest 

ransomware groups  put together. 

 

2. LockBit 3.0 

The LockBit ransomware group has been 

active since 2020. What makes LockBit 3.0 

different from previous versions of the group’s 

malicious software is it has become modular, 

meaning that the malware infects a system in 

stages, making it much harder to detect and 

prevent than older, less stealthy iterations. 

 LockBit was used to steal 3,000 

blueprints and schematics from Space X 

parts manufacturer Maximum Industries. 

 A claim by the LockBit group that 

they’d taken data from TSMC, a 

semiconductor manufacturer and 

demanded a ransom of $70 million. 

 The discovery of a new sub-variant of 

LockBit 3.0 with self-spreading 

features that mimic traditional computer 

virus promulgation. 

 After the UK’s National Crime Agency 

(NCA), the FBI and Europol organized 

a joint disruption against the LockBit 

operation, including taking over websites 

used by the ransomware group, LockBit 

https://www.avast.com/c-new-computer-viruses#raas
https://www.avast.com/c-new-computer-viruses#LockBit_3.0
https://www.avast.com/c-new-computer-viruses#EightBase
https://www.avast.com/c-new-computer-viruses#SocGholish
https://www.avast.com/c-new-computer-viruses#Clop
https://www.avast.com/c-new-computer-viruses#akira
https://www.avast.com/c-new-computer-viruses#Cyborg
https://www.avast.com/c-new-computer-viruses#Cyborg
https://blog.avast.com/ransomware-as-a-service-avast
https://blog.avast.com/ransomware-as-a-service-avast
https://www.avast.com/c-biggest-ransomware-attacks
https://www.trendmicro.com/vinfo/us/security/news/ransomware-by-the-numbers/phobos-emerges-as-a-formidable-threat-in-q1-2024-lockbit-stays-in-the-top-spot
https://www.trendmicro.com/vinfo/us/security/news/ransomware-by-the-numbers/phobos-emerges-as-a-formidable-threat-in-q1-2024-lockbit-stays-in-the-top-spot
https://www.justice.gov/opa/pr/us-and-uk-disrupt-lockbit-ransomware-variant
https://www.theregister.com/2023/03/13/lockbit_spacex_ransomware/
https://www.theregister.com/2023/03/13/lockbit_spacex_ransomware/
https://cybernews.com/news/tsmc-data-breach-lockbit/
https://www.infosecurity-magazine.com/news/lockbit-variant-self-spreading/
https://www.infosecurity-magazine.com/news/lockbit-variant-self-spreading/
https://www.justice.gov/opa/pr/us-and-uk-disrupt-lockbit-ransomware-variant
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launched attacks from new servers using 

updated encryptors. 

3. 8Base 

The 8Base ransomware group has been 

active since March 2022, with more than 356 

victims having fallen prey by May 2024. The 

group gained significant attention in June 2023 

after a dramatic increase in activity. 8Base 

tends to target businesses with a double 

extortion approach stealing and encrypting the 

data before using name-and-shame tactics to 

secure ransom payments. They share 

similarities with another group, RansomHouse, 

which has spawned rumors that 8Base is an 

offshoot and there’s still uncertainty about the 

intentions and approach behind 8Base. 

4. SocGholish 

SocGholish accounted for 60% of the 

top ten malware strains impacting Windows 

users in early 2024, making it one of the year’s 

biggest threats. Also known as FakeUpdates, 

SocGholish has been around since at least 

2017. 

It’s a downloader that is delivered by a drive-

by-download, where the user unwittingly 

downloads malware from a compromised or 

malicious website, having been tricked into 

clicking fake software or browser-update links. 

Here’s how SocGhollish malware attacks 

usually unfold: 

1. Fake browser updates: Hackers create 

malicious websites or compromise 

legitimate ones to show fake software 

update alerts that closely imitate real 

update notifications from popular 

browsers. 

2. Malicious downloads: If a user falls 

for the fake update, they are then 

redirected to a download page and the 

apparently harmless file is downloaded 

and executed without any further 

interaction. 

3. Secondary malware: Secondary 

malware like remote access trojans 

(RATs) may then be deployed to control 

the system or steal sensitive data. 

5. Clop 

Clop ransomware (also known as 

CLOP, Cl0p, and TA505) is considered one of 

the most dangerous threats to data security 

today. It’s a modernized version of CryptoMix, 

first identified in 2016, that targets Windows 

PCs. The Russian gang responsible for the 

ransomware has claimed ownership over many 

major data breaches, including attacks on 

the BBC and British Airways. 

The danger posed by Clop ransomware made 

headlines throughout 2023, as the malicious 

code targeted multiple businesses, US federal 

government agencies and state governments 

in Minnesota and Illinois. Johns Hopkins 

University in Baltimore and Georgia’s state-

wide university system were victims of Clop 

attacks during the same period. "The Russian 

gang responsible (for Clop) has claimed 

ownership over many major data breaches, 

including attacks on the BBC and British 

Airways." 

https://www.bleepingcomputer.com/news/security/lockbit-ransomware-returns-to-attacks-with-new-encryptors-servers/
https://www.bleepingcomputer.com/news/security/lockbit-ransomware-returns-to-attacks-with-new-encryptors-servers/
https://www.vectra.ai/threat-actors/8base
https://www.vectra.ai/threat-actors/8base
https://www.bleepingcomputer.com/news/security/8base-ransomware-gang-escalates-double-extortion-attacks-in-june/
https://www.cisecurity.org/insights/blog/top-10-malware-q1-2024
https://blog.sucuri.net/2024/06/socgholish-malware.html
https://blog.sucuri.net/2024/06/socgholish-malware.html
https://blog.avast.com/cryptomix-avast-adds-a-new-free-decryption-tool-to-its-collection
https://www.standard.co.uk/tech/clop-gang-russian-hackers-cyberattacks-bbc-british-airways-b1086008.html
https://edition.cnn.com/2023/06/16/tech/clop-ransomware-attack-explainer/index.html
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In response, CISA and the FBI published a 

warning about the Clop ransomware gang, 

revealing that the cybercriminals had used SQL 

injection to exploit a vulnerability in the 

MOVEit data transfer software. The 

vulnerability allowed them to access data 

hosted by the service, including sensitive 

information on government agencies and 

individual users. 

6. Akira 

Akira is one of the latest ransomware 

threats to gain mass attention thanks to a 

reputation for demanding hundreds of millions 

in ransom payments. Because of these 

enormous fees, it’s unlikely that corporate 

victims will see their stolen data again unless 

it’s made public on the group’s site on the dark 

web. 

Akira is a deeply concerning emerging 

cyberthreat and has been linked to several high-

profile attacks, including: 

 A major attack on Mercer University in 

Georgia. 

 The exfiltration of 543 GB of data from 

the Middlesex County Public 

Schools website in Virginia. 

 The encryption and ransoming of 

servers, logs, and employees’ personal 

information at the Development Bank of 

Southern Africa. 

7. Windows Update Ransomware (Cyborg) 

One of the basic principles of 

cybersecurity is to ensure that devices are 

running the latest operating systems and 

software. But some hackers take advantage of 

this to prey upon their victims with bogus 

updates containing malware. Although 

Windows update ransomware is not a new 

attack vector, innovative ransomware continues 

to be developed to exploit fake installation 

update emails claiming to be from reputable 

software companies like Microsoft. 

One of the most common types of malware 

used in these attacks is known as Cyborg 

ransomware, a fairly typical form of 

ransomware that first emerged in 2019. Once 

active, Cyborg sweeps through the target PC, 

encrypting every file it can find. 

Global threat activity 

The sheer scale of the threat posed by 

malware is a serious concern for both 

individuals and organizations around the world. 

According to Gen’s Threat Report from the 

second quarter of 2024, there was a 46% year-

over-year increase in observed cyberattacks in 

the April-to-June period, with scams as the 

dominant threat and browsers and the web 

making up the primary attack surface. 

Widespread cyberattack activity is 

reflected in SoSafe’s Human Risk Review of 

2024, which found that half of the 

organizations surveyed had suffered a 

successful attack at some point during the 

previous three years. The potential for 

devastating, system-level attacks is 

underscored by a 2023 study that found that 

43% of all ransomware attacks 

https://www.cisa.gov/news-events/news/cisa-and-fbi-release-advisory-cl0p-ransomware-gang-exploiting-moveit-vulnerability
https://www.avast.com/c-sql-injection
https://www.avast.com/c-sql-injection
https://www.avast.com/c-dark-web
https://www.avast.com/c-dark-web
https://den.mercer.edu/mercer-university-statement-on-data-incident/
https://www.teiss.co.uk/news/virginia-school-system-hit-by-ransomware-attack-investigation-underway-12309
https://www.teiss.co.uk/news/virginia-school-system-hit-by-ransomware-attack-investigation-underway-12309
https://www.timeslive.co.za/news/south-africa/2023-06-12-dbsa-suffers-ransomware-attack/
https://www.timeslive.co.za/news/south-africa/2023-06-12-dbsa-suffers-ransomware-attack/
https://www.itprotoday.com/vulnerabilities-threats/fake-windows-updates-trick-users-into-installing-ransomware
https://www.itprotoday.com/vulnerabilities-threats/fake-windows-updates-trick-users-into-installing-ransomware
https://www.securityweek.com/fake-windows-update-delivers-cyborg-ransomware/
https://www.securityweek.com/fake-windows-update-delivers-cyborg-ransomware/
https://www.gendigital.com/blog/news/innovation/q2-2024-threat-report
https://www.gendigital.com/blog/news/innovation/q2-2024-threat-report
https://sosafe-awareness.com/resources/reports/human-risk-review/
https://sosafe-awareness.com/resources/reports/human-risk-review/
https://www.blackfog.com/the-state-of-ransomware-in-2023/
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accessed PowerShell, while an astonishing 

91% of all attacks exfiltrate data. 

The threat isn’t limited to private 

companies and organizations. The US military 

has been actively searching its systems 

for malware believed to have been planted by 

Chinese actors. If left unchecked, US 

administration officials fear malicious code 

could disrupt power grids, communication 

systems, water supplies, and other critical 

military and civilian infrastructure. 

In addition social techniques are now 

the primary attack vector for mobile and 

desktop malware, meaning that scams and 

phishing communications eclipse the danger 

posed by more traditional malware such 

as trojans or adware. In other words, rather 

than software vulnerabilities, humans are now 

the most exploited gateway for viruses and 

other malware. 

 

For more, check out the Center for 

Strategic and International Studies’ timeline of 

significant cyberattacks impacting government 

agencies and other high-value targets around 

the world. 

Thankfully, the latest cybersecurity tools are 

able to help prevent attacks from new and 

emerging threats. Avast’s Threat Report from 

the first quarter of 2024 showed that Avast 

blocked more than 3 billion attacks and more 

than 500 million dangerous URLs over the 

three-month period. 

The future of AI viruses and malware 

One of the greatest challenges in the 

field of cybersecurity today is the rise of AI-

powered viruses and other malware created 

with the help of custom AI hacking tools 

like Worm GPT. 

BlackMamba 

Researchers developed sophisticated 

proof-of-concept malware 

called BlackMamba that can leverage artificial 

intelligence to dynamically generate malicious 

payloads. This unique approach makes 

detection difficult, as the malware can change 

its signature to evade traditional defenses. 

BlackMamba is capable of keylogging, 

stealing sensitive information, and establishing 

remote access to compromised systems. Its 

advanced obfuscation techniques and adaptive 

nature represent a significant challenge for 

security professionals to keep up with evolving 

threats. 

Phishing scripts 

Generative AI will also help hackers 

create in high volume more sophisticated and 

convincing phishing scripts. And it will be very 

difficult for security professionals to identify 

and protect against such highly personalized 

phishing emails that use deepfake audio and 

video to mimic legitimate communications. 

https://learn.microsoft.com/en-us/powershell/scripting/overview?view=powershell-7.4
https://edition.cnn.com/2023/07/29/politics/china-malware-taiwan-us-military/index.html
https://edition.cnn.com/2023/07/29/politics/china-malware-taiwan-us-military/index.html
https://www.avast.com/c-trojan
https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents
https://decoded.avast.io/threatresearch/avast-q1-2024-threat-report/
https://decoded.avast.io/threatresearch/avast-q1-2024-threat-report/
https://www.avast.com/c-malware-vs-virus
https://thecyberexpress.com/worm-gpt-new-black-hat-ai-tool-crimeware/
https://www.csoonline.com/article/575487/chatgpt-creates-mutating-malware-that-evades-detection-by-edr.html
https://www.avast.com/c-keylogger
https://hbr.org/2024/05/ai-will-increase-the-quantity-and-quality-of-phishing-scams
https://hbr.org/2024/05/ai-will-increase-the-quantity-and-quality-of-phishing-scams
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Even now, alarming findings 

from SoSafe show that a third of users click 

harmful content in phishing emails and half of 

them go on to enter sensitive information. 

What that means for the future of cybersecurity 

is still unknown. As real-life BlackMambas are 

released into our digital world and phishing 

messages become harder to spot, having 

cutting-edge security software to keep bad 

actors in check is a must. But a holistic 

approach is needed and that means 

implementing a range of safety measures. 

 

S.Dharshini  

I B.Sc. (Information Technology) 

 

 

PYTHON DJANGO 
 

Python-based web framework Django 

allows to create efficient web 

applications quickly. It is also called batteries 

included web framework Django because It 

provides built-in features for everything 

including Django Admin Interface, default 

database – SQLlite3, etc. 

 

Why Use Django Framework? 

 Excellent documentation and high 

scalability. 

 Used by Top MNCs and Companies, 

such as Instagram, Disqus, Spotify, 

Youtube, Bitbucket, Dropbox, etc. and the 

list is never-ending. 

 Web framework Django is easy to 

learn, rapid development and Batteries 

fully included. 

 The last but not least reason to learn 

Django in Python is it has a huge library 

and features such as Web Scraping, 

Machine Learning, Image Processing and 

Scientific Computing, etc. One can 

integrate all this with web applications and 

do lots and lots of advanced stuff. 

Django Views 

In Django views are the backbone of 

handling user requests and rendering 

responses. There are two primary paradigms 

for implementing views: Function Based 

Views (FBVs) and Class Based Views 

(CBVs). Function Based Views offer 

simplicity and directness, allowing developers 

https://sosafe-awareness.com/resources/reports/human-risk-review/
https://www.geeksforgeeks.org/python-programming-language/
https://www.geeksforgeeks.org/views-in-django-python/
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to define views as Python functions. Within 

this paradigm, common functionalities like 

creating, listing, displaying details, updating, 

and deleting objects are implemented as 

separate functions. 

While both paradigms have their merits, 

the choice between FBVs and CBVs 

ultimately depends on factors such as project 

requirements, development preferences and 

scalability concerns. 

 Function Based Views 

o Create View 

o List View 

o Detail View 

o Update View 

o Delete View 

 Class Based Generic Views Django 

o Createview 

o ListView 

o DetailView 

o UpdateView 

o DeleteView 

o FormView 

Django Forms 

To start, one can create a form 

using Django Forms by defining a class that 

inherits from Django’s forms.Form class. 

Within this class, one can specify the fields 

one wants to include in one’s form using 

various field types provided by Django, such 

as CharField, IntegerField, EmailField, etc. 

Once one has defined one’s form, one can 

render HTML forms in Django using both 

GET and POST methods. Django’s built-in 

template tags and filters make it easy to render 

forms in your HTML templates while ensuring 

security and CSRF protection. 

Django Forms offer a wide range of 

field types to cater to different data types and 

validation requirements. Additionally, one can 

customize the appearance and behavior of 

form fields by using form field custom 

widgets, allowing one to enhance user 

experience and tailor forms to one’s specific 

needs. 

Features of Django 

 Rapid Development: Django’s DRY 

principle accelerates development by 

reducing code repetition. 

 Admin Interface: Comes with a 

ready-to-use, customizable admin panel 

for easy backend management. 

 Scalable: Built to handle high traffic 

and complex applications, ideal for 

projects of any size. 

 Security: Offers built-in protections 

against common security threats like XSS, 

CSRF, and SQL injection. 

 ORM: Simplifies database interaction 

using Python, eliminating the need for raw 

SQL. 

 URL Routing: Clean, readable URLs 

with easy mapping to views. 

 Template Engine: Separates logic 

from presentation for dynamic, reusable 

web pages. 

https://www.geeksforgeeks.org/django-crud-create-retrieve-update-delete-function-based-views/
https://www.geeksforgeeks.org/create-view-function-based-views-django/
https://www.geeksforgeeks.org/list-view-function-based-views-django/
https://www.geeksforgeeks.org/detail-view-function-based-views-django/
https://www.geeksforgeeks.org/update-view-function-based-views-django/
https://www.geeksforgeeks.org/delete-view-function-based-views-django/
https://www.geeksforgeeks.org/class-based-generic-views-django-create-retrieve-update-delete/
https://www.geeksforgeeks.org/createview-class-based-views-django/
https://www.geeksforgeeks.org/listview-class-based-views-django/
https://www.geeksforgeeks.org/detailview-class-based-views-django/
https://www.geeksforgeeks.org/updateview-class-based-views-django/
https://www.geeksforgeeks.org/deleteview-class-based-views-django/
https://www.geeksforgeeks.org/formview-class-based-views-django/
https://www.geeksforgeeks.org/django-forms/
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 Extensive Documentation: Well-

organized resources for troubleshooting 

and learning. 

 Active Community: Large community 

support with abundant third-party plugins 

and tools. 

P.Logesh  

II B.Sc. (Information Technology) 

 

 

POSTMAN FOR API DEVELOPMENT 

Postman is an API (application 

programming interface) development tool that 

helps to build, test and modify APIs. Almost 

any functionality that could be needed by any 

developer is encapsulated in this tool. It is 

used by over 5 million developers every 

month to make their API development easy 

and simple. It has the ability to make various 

types of HTTP requests (GET, POST, PUT, 

PATCH), save environments for later use, 

converting the API to code for various 

languages(like JavaScript, and Python).  

Postman for API Development 

Postman stands as an indispensable tool 

for modern API development, offering a range 

of features that streamline the development 

process. Here are key aspects that make 

Postman a powerful ally in the realm of API 

development: 

 Versatile Request Methods: Postman 

supports an array of HTTP request 

methods, encompassing GET, POST, PUT, 

DELETE, and PATCH. This versatility 

allows developers to interact 

comprehensively with APIs. 

 Flexible Request Body 

Formats: Developers benefit from the 

flexibility of handling various request 

body formats, including form-data, URL-

encoded data, raw data, and binary data. 

This adaptability caters to the diverse 

requirements of different APIs. 

 Authentication Simplified: Postman 

simplifies the intricacies of authentication 

by providing support for various methods 

such as API keys, OAuth, and Basic Auth. 

This streamlines the process of securing 

API interactions, ensuring a robust and 

secure development environment. 

 Organized API Testing: Collections 

in Postman serve as a powerful 

organizational tool, allowing developers to 

categorize and manage API requests 

efficiently. This organized structure 

facilitates seamless sharing and 

collaboration within development teams. 

Moreover, the platform enables the 

automation of testing through the use of 

JavaScript, enhancing the efficiency of the 

testing process. 

 Efficient Documentation: Postman 

excels in the generation of API 

documentation directly from requests and 

collections. This feature provides a 

streamlined and centralized approach to 

documenting APIs, benefiting both 

internal development teams and external 
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stakeholders. The documentation process 

is efficient, ensuring clarity and 

accessibility. 

In essence, Postman transforms the API 

development landscape by combining 

versatility, flexibility, simplicity and 

efficiency. Whether it’s interacting with APIs, 

handling authentication, organizing tests, or 

generating documentation, Postman offers a 

comprehensive suite of tools tailored to meet 

the demands of modern software development. 

The Postman for API development 

underscores its pivotal role in enhancing the 

efficiency, flexibility and collaboration within 

the development lifecycle. Postman’s support 

for versatile request methods, flexible 

handling of request body formats, simplified 

authentication mechanisms, organized API 

testing through collections and the seamless 

generation of documentation collectively 

elevate the development experience. As a 

comprehensive and user-friendly tool, 

Postman empowers developers to navigate the 

intricacies of API interactions with precision, 

fostering a streamlined workflow. 

K.Barath  

I B.Sc. (Computer Technology) 

 

INDIGENIZING ARTIFICIAL 

INTELLIGENCE 

Indigenizing Artificial Intelligence (AI) 

refers to the process of incorporating 

Indigenous perspectives, knowledge systems, 

values, and methodologies into the design, 

development and deployment of AI systems. 

This approach ensures that AI technologies 

align with and respect the cultural practices, 

traditions and worldviews of Indigenous 

communities, while also addressing issues of 

equity, sovereignty and ethical use of 

technology. 

Key features of indigenizing AI 

Cultural Sovereignty: Indigenous 

communities should have ownership and 

control over how their data, stories, and 

cultural artifacts are used in AI systems. This 

includes prioritizing data sovereignty, which 

ensures that data from Indigenous sources is 

managed according to their laws, customs and 

governance structures. 

Representation: AI systems must represent 

Indigenous people accurately and respectfully. 

This includes avoiding stereotypes or 

oversimplified narratives and incorporating 

Indigenous voices in the design and decision-

making processes. 

Integration of Indigenous Knowledge: 

Indigenous knowledge systems, which are 

often deeply interconnected with the 

environment and spiritual practices, offer 

unique ways of understanding and interacting 

with the world. These perspectives can enhance 

AI systems, particularly in areas like 

environmental monitoring, sustainable resource 

management and ethical decision-making. 
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Language Revitalization: AI can play a 

significant role in revitalizing and preserving 

Indigenous languages through tools like 

machine translation, speech recognition and 

language learning platforms tailored to specific 

Indigenous languages. 

Ethical AI Development: Many Indigenous 

philosophies emphasize interconnectedness, 

reciprocity and respect for all forms of life. 

Incorporating these principles into AI 

development could result in systems that 

prioritize community well-being over profit or 

efficiency. 

Capacity Building: Providing education and 

training for Indigenous peoples in AI-related 

fields is crucial. This empowers communities 

to lead AI initiatives and ensure that the 

technology aligns with their values. 

Collaborative and Participatory Approaches  

Collaborating with Indigenous communities as 

equal partners throughout the AI lifecycle 

ensures their needs and perspectives are 

prioritized. This participatory approach avoids 

extractive practices that exploit Indigenous 

knowledge and resources. 

Challenges and Considerations 

 Avoiding Digital Colonialism: 

Without proper care, AI systems risk 

perpetuating colonial power structures 

by appropriating or misrepresenting 

Indigenous knowledge. 

 Bias in Data and Algorithms: AI 

systems must address biases that could 

further marginalize Indigenous 

communities. 

 Funding and Resource Gaps: Many 

Indigenous communities may lack 

access to the resources needed to 

engage with AI development. 

Examples of Indigenizing AI in Practice 

 Language Preservation Projects: 

Initiatives like Google's support for 

Cherokee in Gboard or Indigenous-led 

projects for creating AI-powered 

language tools. 

 Environmental Monitoring: Using AI 

to track and manage resources in ways 

that align with traditional ecological 

knowledge. 

V.B Krishna Prabu  

II B.Sc. (Computer Technology) 

 

GENERATIVE AI: A NEW 

PERSPECTIVE 

Generative AI offers a fresh perspective 

by reshaping the way we approach creativity, 

problem-solving and automation.  



 

 

20 
 

From Tool to Collaborator 

 Generative AI isn't just a passive tool 

for execution but an active collaborator. 

It can brainstorm ideas, suggest 

alternatives and even create fully-

fledged outputs that users can refine 

making creativity a more interactive 

process. 

Democratizing Creativity 

 Skills like writing, design and music 

composition once restricted by 

expertise are now more accessible. 

Generative AI enables individuals 

without specialized training to produce 

high-quality content, bridging the gap 

between imagination and execution. 

Exploration of Infinite Possibilities 

 Generative models can produce outputs 

that go beyond human intuition, 

offering unique, unexpected and 

innovative solutions. This is particularly 

useful in fields like art, fashion, 

architecture and game design. 

Augmented Decision-Making 

 In professional contexts, generative AI 

can generate scenarios, summarize 

complex data or propose innovative 

strategies, supporting humans in 

making well-rounded decisions. 

Personalization at Scale 

 By analyzing user preferences, 

generative AI can create personalized 

experiences, from tailored marketing 

campaigns to unique products like 

bespoke art or custom-coded software. 

Creative Iteration Speed 

 Tasks that used to take hours or days 

like sketching, prototyping or drafting 

can now be completed in minutes. This 

accelerates experimentation and allows 

for rapid feedback loops. 

Challenging Human Boundaries 

 Generative AI forces us to rethink 

traditional ideas of originality and 

authorship. It challenges how we define 

human creativity and raises questions 

about the nature of innovation itself. 

Crossing Domains 

 The adaptability of generative AI 

allows it to blur the lines between 

disciplines like creating a fusion of art 

and science or merging cultural 

elements to generate novel, hybrid 

outcomes. 



 

 

21 
 

Ethical and Philosophical Perspectives 

 Generative AI also opens debates about 

ethics, bias, ownership and its impact 

on industries.  

Innovation Without Limits 

Generative AI thrives on pushing 

boundaries. It doesn't just replicate existing 

ideas but reimagines them. For instance: 

 In Science: AI accelerates drug 

discovery by simulating molecular 

structures or proposing novel 

compounds. 

 In Architecture: It conceptualizes 

futuristic structures that merge 

functionality with avant-garde 

aesthetics. 

 In Education: AI tailors lesson plans to 

individual learning styles, 

revolutionizing how we teach and learn. 

P.Logesh  

II B.Sc. (Information Technology) 

 

JELLYFISH ROBOTS 

Jellyfish robots are an exciting area of 

bio-inspired robotics! The idea is to mimic the 

movement, flexibility and efficiency of 

jellyfish for various applications, particularly in 

underwater environments. The few key 

concepts of Jellyfish robots are: 

 

 

 

1. Soft Robotics 

 Flexible Bodies: Jellyfish robots are 

typically made from soft materials such 

as silicone or flexible polymers that 

allow them to move in a fluid, 

undulating motion. This gives them 

advantages over rigid robots, especially 

in environments like oceans, where 

manueuvrability is essential. 

 Fluid-like Motion: They imitate the 

natural propulsion of jellyfish through 

the contraction and expansion of their 

bell-shaped bodies, allowing for 

efficient movement with minimal 
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energy expenditure. This could be 

useful in ocean exploration or 

environmental monitoring. 

2. Energy Efficiency 

 Jellyfish are highly energy-efficient 

creatures and researchers aim to 

replicate this in robots. By using low-

energy propulsion systems that mimic 

the pulsating movement of jellyfish, 

these robots could operate in remote 

locations for extended periods like 

monitoring coral reefs or gathering data 

on ocean health. 

3. Autonomy and Sensing 

 Sensors: Jellyfish robots can be 

equipped with various sensors for 

navigation, environmental monitoring, 

or communication. For example, they 

might be able to detect water 

temperature, salinity or pollutants, 

providing valuable data in marine 

research. 

 Autonomous Movement: These robots 

could use advanced algorithms to 

autonomously navigate underwater 

environments, avoiding obstacles and 

adapting to currents. 

4. Applications 

 Marine Research: Jellyfish robots can 

assist scientists in exploring deep-sea 

environments, where traditional 

underwater drones or vehicles might be 

too large or rigid to access. 

 Environmental Monitoring: With 

their low impact on the surrounding 

ecosystem, jellyfish robots could 

monitor the health of coral reefs, track 

marine life or even detect pollution 

without disturbing the delicate marine 

ecosystem. 

 Search and Rescue: Due to their fluid 

motion and ability to fit into tight 

spaces, they could be used for search-

and-rescue operations in aquatic 

environments such as locating sunken 

ships or navigating through underwater 

cave systems. 

5. Biomimicry and Design 

 Natural Design: These robots are 

designed to replicate the biological 

functions of jellyfish, not just in terms 

of movement, but also in their ability to 

adapt to different environments. This 

makes them an interesting fusion of 

biology and technology, offering an 

elegant solution to some of the 

challenges faced by underwater 

robotics. 

 Lightweight and Compact: Many 

jellyfish robots are lightweight and 

compact, which makes them easy to 

deploy and maneuver in tight 

underwater spaces. 
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Challenges 

 Hydrodynamics: Achieving efficient 

propulsion and fluid dynamics, similar 

to a real jellyfish, is complex. 

Researchers need to replicate how the 

jellyfish moves with minimal drag. 

 Materials: Developing materials that 

can withstand long-term exposure to 

seawater while maintaining flexibility 

and durability is still a challenge. 

N.Lavanya  

III B.Sc. (Information Technology) 

 

MOBILE APP INTERFACE DESIGN 

 

Mobile App Design 

Mobile app design refers to the overall 

process of creating the visual and interactive 

elements of a mobile application. It combines 

elements of user experience (UX) design and 

user interface (UI) design to create a cohesive 

product that is easy to navigate and enjoyable 

to use. The design process considers factors 

such as layout, colour schemes, typography and 

visual hierarchy to create a harmonious 

interface that resonates with users. 

 

Mobile App UI Design 

Mobile app UI design specifically 

focuses on the visual and interactive 

components that allow users to engage with the 

application. It involves creating buttons, icons, 

menus and other graphical elements that make 

up the app’s interface. A good UI designer 

ensures that these elements are both visually 

appealing and functional, enabling users to 

perform tasks effortlessly. 

Importance of Mobile App Design 

A well-designed mobile app interface is 

crucial for retaining users and driving long-

term engagement. If users find the interface 

complicated or unattractive, they are less likely 

to continue using the app. Mobile app design 

also directly impacts how users perceive the 

brand, making it essential to focus on design 

quality for both usability and brand reputation. 

The best app UI designs strike a balance 

between aesthetic appeal and intuitive 

functionality. 

https://www.simplilearn.com/tutorials/ui-ux-career-resources/ux-design-process
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Fundamental Principles of User Interface 

App Design 

To create an effective mobile app interface, UI 

designers must adhere to several fundamental 

principles: 

 Clarity: The user interface must be easy 

to understand at a glance. Ambiguity in 

buttons or navigation elements can lead 

to frustration. 

 Consistency: To ensure smooth user 

experiences, maintain consistent design 

elements throughout the app. Fonts, 

colours and icons should align across 

the app. 

 Feedback: Providing immediate 

feedback for user actions, like loading 

indicators, helps users feel in control. 

 Accessibility: Design interfaces that 

accommodate users with different 

abilities. Use scalable fonts and 

contrasting colours to improve 

readability. 

 Efficiency: Reduce the number of steps 

required to complete tasks, enabling 

faster navigation. 

Mobile App UI Design Process 

The mobile app UI design process involves 

several stages, each crucial to ensuring a high-

quality final product: 

 Research and Planning: Understanding 

user needs and behaviours is the 

foundation of good UI design. 

Researching the target audience allows 

designers to create interfaces that cater 

to their preferences. 

 Wireframing: Wireframe act as  

blueprints for the app. They outline the 

basic structure and placement of UI 

elements without focusing on 

aesthetics. 

 Prototyping: Prototypes are interactive 

models that showcase how the app will 

function. These can be used for user 

testing and feedback before full 

development. 

 Design: This stage involves refining the 

visual aspects of the app, including 

typography, colour schemes and final 

placement of UI components. 

 User Testing: Testing the design with 

real users ensures that the interface is 

intuitive and meets expectations. 

 Iteration: Based on feedback from 

testing, designers refine and adjust the 

app UI to improve usability 

Best Practices for App UI Design 

Adopting best practices ensures that the UI 

design is functional and aesthetically pleasing: 

 Keep it Simple: Overloading the 

interface with too many elements can 

confuse users. Stick to the essentials. 

 Design for Different Devices: Ensure 

the interface adapts seamlessly to various 

screen sizes and resolutions. 

https://www.simplilearn.com/how-to-become-ui-ux-designer-article
https://www.simplilearn.com/how-to-become-ui-ux-designer-article
https://www.simplilearn.com/prototyping-in-design-thinking-article
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 Prioritize Navigation: Clear navigation 

makes it easier for users to move through 

the app. 

 Test Frequently: Regular testing 

throughout the design process allows for 

early identification of issues. 

 Focus on Visual Hierarchy: Use size, 

contrast and spacing to draw users' attention 

to the most important elements. 

Best Mobile App UI Design Templates 

and Tools 

Choosing the right tools and templates can 

help you significantly streamline the design 

process and ensure high-quality results. Some 

of the best tools available for mobile app UI 

design include: 

 Figma: Figma is a powerful 

collaborative design tool with real-time 

editing. 

 Sketch: A widely used vector-based 

design tool known for its ease of use. 

 Adobe XD: AdobeXD, the Adobe's 

solution for UI and UX design offers robust 

prototyping features. 

 InVision: A prototyping tool that allows 

for seamless collaboration and feedback 

gathering. 

 Material Design Guidelines: Google’s 

Material Design provides templates and 

resources for creating clean and functional 

interfaces. 

These tools help UI designers efficiently 

prototype, test and iterate their designs, 

enabling faster development cycles and better 

end products. 

Mobile app interface design is crucial to 

creating engaging and user-friendly 

applications. By understanding the principles 

of UI design, following a structured design 

process, and leveraging the right tools, app UI 

designers can create outstanding applications. 

Investing in quality mobile app interface design 

for businesses and app developers ensures 

long-term user retention and enhances the 

overall experience. The future of mobile app 

interface design is evolving rapidly and those 

who don’t keep up will quickly find themselves 

left behind. With innovations in AI-driven 

design, personalized user experiences and 

cutting-edge interaction patterns, the demand 

for skilled UI/UX designers is skyrocketing.  

N.Lavanya  
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INTERNET OF ROBOTIC THINGS(IoRT) 

 

The term “Internet of Things” (IoT) 

stems from the Internet Protocol suite, which 

is based totally on Transmission Control 

Protocol (TCP) and Internet Protocol (IP). 

With IoT, we’re relating to the transmission of 

massive amounts of information over wi-fi 

networks, actually connecting devices like 

https://www.simplilearn.com/free-figma-course-with-certificate-course-skillup
https://www.simplilearn.com/tutorials/ui-ux-career-resources/adobe-xd


 

 

26 
 

refrigerators together with the clever 

smartphone. It has turn out to be an crucial 

fashion in recent times, as it permits smart 

gadgets to have interaction with every special 

with out human intervention. 

 

Some elements about IoRT : 

IoRT (Internet of Robotic Things) is a 

concept that combines the Internet of Things 

(IoT) with robotics, wherein robots are linked 

to the internet to allow communique, 

collaboration, and automation.  

1.Connectivity: IoRT involves connecting 

robots to the internet, allowing them to ship 

and collect facts, commands, and instructions 

in actual time. This permits for a ways flung 

monitoring, control and coordination of robots 

from anywhere inside the worldwide, 

improving their abilities and performance. 

2.Sensor Integration: IoRT includes 

integrating robots with various sensors, 

together with cameras, microphones, contact 

sensors and different environmental sensors, 

to accumulate information and allow 

perception competencies. This allows robots 

to feel and recognize their environment, 

making them more impartial and capable of 

making knowledgeable alternatives. 

3.Automation and Autonomy: IoRT allows 

robots to carry out autonomously, making 

selections and taking moves primarily based 

on actual-time records and predefined 

guidelines or algorithms. This lets in for 

automated techniques, reducing human 

intervention and enhancing efficiency in 

various industries, such as manufacturing, 

logistics, healthcare and agriculture. 

4.Collaboration: IoRT lets in collaboration 

among robots and human beings, in addition 

to among a couple of robots, allowing them to 

art work collectively within the route of a 

common motive. This can involve obligations 

which include cooperative navigation, shared 

notion and     disbursed choice-making, main 

to progressed productiveness and 

effectiveness. 

5.Data Analytics and AI: IoRT generates 

super quantities of facts from sensors, robots 

and other connected gadgets. This statistic can 

be analysed in real-time or stored for later 

evaluation, providing valuable insights for 

optimizing robot overall performance, 

predicting safety desires and making facts-

pushed picks. Artificial Intelligence (AI) 

strategies additionally may be executed to 

research and approach the facts, permitting 

advanced abilities which consist of device 

mastering, pc imaginative and prescient and 

herbal language processing. 
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6.Security and Privacy: IoRT increases 

issues about protection and privateness, as 

robots and their records are related to the 

internet. Securing the communication, data 

storage and processing of robots is important 

to prevent unauthorized get right of access to, 

data breaches and misuse. Privacy issues can 

also stand up from the information 

accumulated by way of way of robots, 

particularly in sensitive regions which 

includes healthcare and surveillance. 

Versatility of IoRT  

Industries have started to take this one step in 

addition and feature merged it with their 

machines to collect better outputs with a lot 

less mistakes. Not best with automation 

however the terrific thing approximately this 

period is that, it’s far very flexible and can be 

merged with synthetic intelligence, Digital 

Twin, Distributed Ledger, VR/AR and plenty 

more. This will increase the amount of things 

that can be done the usage of IoRT. 

Why to use IoRT ? 

When merged with Artificial Intelligence, 

IoRT has desire making functionality, making 

it appropriate as a standalone tool that does 

not require a whole lot supervision. 

IoRT while linked with the cloud, can be used 

to accumulate records from all devices and 

generate a record after analysing the records. 

IoRT can reap OTA(over-the-air) updates 

from everywhere without the need to hold the 

device to the producer. 

IoRT gadgets can be related and monitored 

from multiple gadgets. 

They can supply down the fee of enterprise 

labour and reduce the errors. 

Components inside Internet of Robotic 

Things 

Robots: Autonomous or semi-self-sufficient 

machines that carry out duties in the physical 

global. 

 Sensors: Collect facts at the bodily 

international, enabling robots to understand 

and understand their surroundings. 

  Cloud Computing: Provides infrastructure and 

assets for storing, processing and reading 

robotic statistics. 

  Security and Privacy Measures: Measures to 

shield closer to unauthorized get admission to, 

facts breaches and misuse of robotic facts. 

 Standards and Protocols: Established 

requirements and protocols for interoperability 

and conversation among precise robot systems. 

     IoRT being a mixture of every has quite a 

few these components in it with higher 

integration and big abilities. 

M.Harini  

II B.Sc. (Computer Technology) 

 

PROGRESSIVE WEB APP 

A progressive web application (PWA), 

or progressive web app is a type of application 

software delivered through the web, built using 

common web technologies 

including HTML, CSS, JavaScript and Web 

https://en.wikipedia.org/wiki/Application_software
https://en.wikipedia.org/wiki/Application_software
https://en.wikipedia.org/wiki/World_Wide_Web
https://en.wikipedia.org/wiki/HTML
https://en.wikipedia.org/wiki/Cascading_Style_Sheets
https://en.wikipedia.org/wiki/JavaScript
https://en.wikipedia.org/wiki/WebAssembly
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Assembly. It is intended to work on any 

platform with a standards-compliant browser, 

including desktop and mobile devices. Since a 

progressive web app is a type 

of webpage or website known as a web 

application, it does not require separate 

bundling or distribution. Developers can 

simply publish the web application online, 

ensure that it meets baseline installation 

requirements and ensure that users will be able 

to add the application to their home screen. 

When one visit a website in the 

browser, it's visually apparent that the website 

is "running in the browser". The browser UI 

provides a visible frame around the website, 

including UI features like back/forward buttons 

and a title for the page. The Web APIs one’s 

website calls are implemented by the browser 

engine. 

PWAs typically look like platform-

specific apps they are usually displayed 

without the browser UI around them but as a 

matter of technology, still websites. This means 

they need a browser engine, like the ones in 

Chrome or Firefox, to manage and run them. 

With a platform-specific app, the platform OS 

manages the app, providing the environment in 

which it runs. With a PWA, a browser engine 

performs this background role, just like it does 

for normal websites. 

 

The browser starts a PWA's service 

worker when a push notification is received. 

Here, the browser's activity is entirely in the 

background. From the PWA's point of view, it 

might as well be the operating system that 

started it. For some systems such as 

Chromebooks, there may not even be a 

distinction between "the browser" and "the 

operating system." 

Advantages of PWA over traditional web 

and native apps 

 The progressive web apps can work on 

any device with a browser. As a result, 

they eliminate the need for separate 

apps for different platforms. 

 These apps work offline or with poor 

connectivity. As a result, they are 

providing a seamless user experience. 

 The progressive web apps are faster and 

more responsive than traditional ones. 

Therefore, leading to higher user 

engagement. 

https://en.wikipedia.org/wiki/WebAssembly
https://en.wikipedia.org/wiki/Web_browser
https://en.wikipedia.org/wiki/Desktop_computer
https://en.wikipedia.org/wiki/Mobile_device
https://en.wikipedia.org/wiki/Webpage
https://en.wikipedia.org/wiki/Website
https://en.wikipedia.org/wiki/Web_application
https://en.wikipedia.org/wiki/Web_application
https://en.wikipedia.org/wiki/Home_screen
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 Users can access them directly from the 

web without downloading from an app 

store. 

K.Bharathkumar  

III B.Sc. (Information Technology) 

 

 

AI IN CYBERSECURITY - 

TRANSFORMING THE FUTURE OF 

DIGITAL SECURITY 

In today's digital age, where cyber 

threats are more sophisticated and pervasive 

than ever, traditional security measures often 

struggle to keep up with the volume and 

complexity of potential attacks. This is where 

Artificial Intelligence (AI) comes into play, 

offering a transformative approach to 

cybersecurity. AI can process vast amounts of 

data in real time, identify patterns, detect 

anomalies and even predict potential threats, all 

of which are critical for enhancing 

cybersecurity systems. The integration of AI in 

cybersecurity is not just an option, but a 

necessity, as it enables proactive defence 

mechanisms, faster response times and greater 

resilience against cyber threats. 

AI-driven cybersecurity relies heavily 

on machine learning (ML), deep learning and 

data analytics to recognize and respond to 

potential threats more efficiently than human-

driven systems. One of the most significant 

contributions of AI to cybersecurity is its 

ability to automate threat detection and incident 

response. Machine learning algorithms can 

analyse historical data, learn from patterns of 

attacks, and continuously improve their ability 

to identify new threats. This makes AI an 

invaluable tool in detecting zero-day attacks 

(those that exploit unknown vulnerabilities) 

and other advanced persistent threats (APTs) 

that might evade traditional security measures. 

 

For instance, AI-based Intrusion 

Detection Systems (IDS) are designed to learn 

the typical patterns of network traffic and user 

behaviour within a system. By analysing large 

sets of data, AI can spot even the smallest 

deviations from the norm, which could indicate 

malicious activity. These systems are 

especially useful in environments where 

thousands of devices and users interact 

simultaneously generating enormous amounts 

of data. Traditional systems may struggle to 

keep up with this volume but AI's real-time 

processing capabilities allow for continuous 

monitoring and faster identification of 

abnormal activities such as unauthorized access 



 

 

30 
 

attempts, malware installation or lateral 

movement within a network. 

Moreover, AI in cybersecurity can 

predict potential vulnerabilities before they are 

exploited. By analysing past data breaches, 

vulnerabilities in software and patterns of 

attack, AI models can identify weaknesses in 

an organization’s security infrastructure. These 

predictive capabilities enable security teams to 

take preventative measures such as patching 

vulnerabilities, updating firewalls or improving 

authentication protocols before they are 

exploited by cybercriminals. This proactive 

approach is vital in minimizing risks and 

reducing the likelihood of successful 

cyberattacks. 

One area where AI excels in 

cybersecurity is in the automation of repetitive 

tasks that would typically require human 

intervention. For example, AI-powered systems 

can automate the analysis of network traffic, 

system logs and alerts, filtering out irrelevant 

information and highlighting potential threats 

for further investigation. This reduces the 

workload on security professionals allowing 

them to focus on high-priority issues. 

Furthermore, AI can provide 24/7 monitoring, 

ensuring that no threat goes unnoticed 

especially in organizations with complex IT 

infrastructures or global operations. 

AI also enhances security in the realm 

of endpoint protection. With the proliferation 

of Internet of Things (IoT) devices and remote 

working environments, endpoints (laptops, 

smartphones, IoT devices, etc.) have become 

prime targets for cyberattacks. AI can monitor 

these endpoints for signs of compromise such 

as unusual network activity, unauthorized 

software installations, or behavioural anomalies 

and respond accordingly. By using AI to track 

and analyse endpoint activity organizations can 

implement more robust security measures, even 

in decentralized or mobile environments, 

ensuring comprehensive protection across all 

devices connected to the network. 

However, the use of AI in cybersecurity 

is not without its challenges. One of the 

primary concerns is the potential for 

adversarial attacks on AI systems. Just as AI 

can be used to detect and neutralize threats, 

cybercriminals can also exploit AI to develop 

more sophisticated attacks. For example, 

attackers could manipulate AI algorithms by 

feeding them misleading data or using 

techniques like adversarial machine learning to 

confuse the AI’s decision-making process. To 

mitigate this risk, cybersecurity experts are 

working on enhancing the resilience of AI 

models ensuring they can distinguish between 

legitimate threats and adversarial manipulation. 

Another challenge is the need for 

continuous training and fine-tuning of AI 

systems. AI-driven security solutions must be 

constantly updated with new threat data and 

attack patterns to maintain their effectiveness. 
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Without regular updates and training, AI 

models could become outdated and less 

capable of detecting emerging threats. 

Therefore, a hybrid approach that combines AI 

with human expertise remains essential, 

ensuring that AI systems are continuously 

improved and adapted to evolving 

cybersecurity challenges. 

AI is also being used in the field of 

threat hunting, a proactive approach to 

cybersecurity where security professionals 

actively seek out hidden threats within a 

network. Traditional threat detection methods 

often rely on alert systems that respond to 

specific indicators of compromise (IOCs), but 

these systems can miss new, unknown attack 

methods. AI-enhanced threat hunting can 

analyse large datasets, recognize anomalies, 

and help security teams uncover stealthy, 

advanced attacks that may have otherwise gone 

undetected. 

Additionally, AI is being integrated into 

security operations centers (SOCs) to 

streamline security monitoring and incident 

response. In a typical SOC, security analysts 

are tasked with monitoring security alerts, 

investigating potential threats and responding 

to incidents. AI-driven systems can automate 

many of these processes, triaging alerts, 

analysing security data and recommending 

responses in real time. This reduces the burden 

on human analysts and accelerates the response 

to cyber incidents minimizing the potential 

damage from attacks. 

The ability of AI to work in tandem 

with other cybersecurity technologies further 

enhances its capabilities. For instance, AI is 

being integrated with blockchain technology to 

improve data integrity and security. 

Blockchain’s decentralized and immutable 

nature makes it highly secure, while AI can be 

used to analyse blockchain transactions for 

signs of fraud or unauthorized access. By 

combining these technologies, organizations 

can achieve a higher level of security, ensuring 

that their sensitive data is protected against 

both internal and external threats. 

The future of AI in cybersecurity looks 

promising, with continued advancements in 

machine learning, neural networks and 

automated decision-making processes. As 

cyber threats become more sophisticated and 

widespread, the need for AI-powered solutions 

will only increase. With its ability to learn, 

adapt and respond faster than traditional 

security systems, AI will play an integral role 

in shaping the future of cybersecurity. 

AI in cybersecurity represents a 

paradigm shift in the way organizations defend 

against cyber threats. By leveraging AI's 

capabilities in machine learning, predictive 

analytics, and automation, businesses can 

enhance their security posture, detect threats in 

real time and respond proactively to 
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vulnerabilities. While challenges exist, the 

potential of AI to revolutionize cybersecurity is 

immense and as the technology continues to 

evolve, it will become an essential tool in the 

fight against cybercrime. 

T.Kamini 
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